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Based on an extensive proprietary survey of providergesttity Theft risk
management services, and additional related researcRepast by ICFE provides a basis for
entities that hold protected confidential consumer in&diom to make informed decisions on
using such services.

It is important to understand the risk of people whose irdtion is compromised
becoming a victim of identity theft, so a good choicelbamade. There are generally
three types of programs that meet various needs:

* Broad-based monitoring and notification services
» Credit-report monitoring and “freeze” or “fraud alertbgrams
* Restoration and Specialty programs (such as medicalpgment, or

criminal data)

Typically, the decision to select a provider of idgntineft risk management services
occurs when the organization responsible for maintaimegonfidentiality of protected
consumer information has experienced a breach and rkesai¢don to prevent or
minimize the damage to potential identity theft victintfsose personally identifiable
information has been inadvertently captured by or retk&s unauthorized parties.

Many of the considerations for selecting such a seareesimilar to those for the
individual consumer in managing this risk. Of special imgoooe is an assessment of the
nature of the risk, based on the type of informatiohhaa been compromised and any
available knowledge about the unauthorized party in posseskthe information.

In this context, it is critical to realize that tegpectation of the person whose

information has been breached is not the determimicipf about what choice should be
made. If the breached information would give rise &dteation of false identity
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documents or perpetrating employment fraud, for instaittie dffect would be
accomplished by concentrating solely on prevention wfaecount fraud.

Of special interest in this regard is the national ltgitheft Standards Panel
initiative *

First, the breached entity, whether it be a busirmasddjc or government agency,
non-profit organization, or other holder of protected infation, must evaluate the
nature of the information that has been breached anénadilities of the individuals
whose information has been compromised.

In general, there are two categories of such infoomati
* Financial information, such as the specifics that agsgnt in credit reports.

* Non-Financial information, of the type that does muyear in credit reports,
such as employment histories, salary specifics, drii@¥sses, criminal records,
medical information such as health histories and drugectigems, and would
typically be information on employees and receiversasfefits.

Once the determination is made as to type of informatmehthe kinds of
vulnerability to which the individuals might be subjectiéw decision on the appropriate
risk management and damage control program to emplogecarade.

Common provisions of such programs are similar to thaeeeaf to consumers; for
this purpose, it is appropriate to incorporate by referémed ables in the Consumer
Section above.

Two important distinctions should be observed, based etsnef the parties:

» Consumers making a choice among the various risk mamagem
providers start from the assumption that their idestiti@ve not been
compromised, and they have an open choice as to whichdediest fit
their needs.

* Holders of protected information who have suffered aditef
confidentiality need to control various types of potentiahdge that can
result from the breach; beyond the damage to the afféadéviduals, the
damage to the enterprise can include loss of public conggédrss of

* The Identity Theft Prevention and ID Management Statsd@anel (IDSP) organized by the American
National Standards Institute (ANSI) and the nationateBdBusiness Bureau (BBB) continues to work
toward the identification and adoption of standards fiore@iation in the event of a breach of
confidentiality of personally identifiable informati@notected by law and regulation; ICFE has been an
active participant in this process, and has advocateddadbption of a standard under which the
remediation steps closely reflect the nature and vulrgyadfi the breached information.
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customer base, damage to employee loyalty and reteatdother
adverse consequences to the organization.

One recent phenomenon that should be put into perspexctive claim that
consumers will be satisfied if their expectationsraet in response to a breach of their
protected information. Unfortunately, the expectatiorth® consumer are often based
on either unrealistically high standards or unreasonatlystandards under which the
actual vulnerability of the breached information is dymt taken into account.

It does not help to give the consumer a false sensecofity that no harm can befall
him or her from the breach of personal informatiorgiioumstances where the
prevention program does not have the required depth ortbread

The most direct example would be the case in whicledngpromised information is
of the Non-Financial variety mentioned above. Segutiie credit files to prevent the
opening of new accounts in the victim’'s name does notbimpgdtect against misuse of
personal information to commit employment fraud, mddical benefit abuse, get a
drivers license, or engage in criminal activity to theident of the victim.

ICFE’s experience as well as information collectethencourse of the Survey
indicate that the per-person costs of obtaining iderti@ft risk management coverage
for the benefit of those whose information is conmpisid are variable and subject to
negotiation. It is notable that there are pricing bypaikts that can be applied to
calculate upfront costs for a given number of individtalsave access to the program,
and lesser per-activation charges payable at the tirmelaidual actually enrolls.

Broad-based monitoring and notification

Based on the ICFE’s extensive research, the mosttie#emeans of preventing
identity theft, and minimizing damage to the victim, ishaa broad-based monitoring
and notification service. These are the essengatehts of such a service:

* Depth and breadth of data bases monitored

Immediate notification to the consumer of any anoesali
* Individualized risk assessment feature

* Means of predicting and stopping the misuse of persoidghtifiable
information

* Restoration components can complete the safety retvefrage.

The Respondents in this category are:
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Broad-Based Providers

IdentityTruth

IDSafeguards/IDExperts*

Intersections/ldentityGuard

ITRisk Managers

SecurelDSystems/FNB Merchants

Identity Truth ID Safequards/ID | Intersections/ ITRiskManagers |SecurelDSystems/
Experts™ Tdentity Guard FNBMerchants
Data Bases Monitored Breach infarmation, Real property Fublic Mo Ltilities, drrv
Internet sites trading SN, |recards, criminal Records/Criminal records, 354, telco
credit and personal data, |records, land &
and utility accounts cellular phone
records and vehicle
ownership records
Immediate Notification Yes Marthly Yes Mo Yes
Risk Assessment Yes Mo Yes SelfAssess e
Predictive Technology Yes® Mo Activity Calculator |Na Pattern Changes
Restoration ‘fes (RelyData) fes Recovery Unit™  |Yeg™ hWanaged™*
Guarantee/Insurance Both Insurance Insurance Insurance Insurance
Price T0-120/year Individual Individual BO0-216/vear 39.95  |12-160/vear Individual Bd4/year
139.95/year Family  [One-Time add-on Family 156/ vear
269 95 year Mlany Addtl.
Options
*Froprietary technology ™ Formerly AL 14 9% month |72 Lewels of EESubstantial
allows prediction of IDSafequards, Consurmer Input Consurmer Input

possible identity fraud

withdrew 3rd-party
restoration sevice
for LifelLock

MWoderate Range

Average Price for All Providers in All Categories is a

roximatel

108 per year

Credit-report monitoring and “freeze” programs

It is a common misconception that all incidents of idgnheft are financial in
nature, and can be prevented or avoided by taking actiorensaroer credit files. In

fact, official statistics indicate that one-thirddoe-half of all cases reported to the

Federal Trade Commission (FTC) are of types that dapmo¢ar in credit reports.

Nonetheless, consumer-oriented identity theft riskagament programs that couple
credit report-related actions with restoration sesican be effective, though not
necessarily fully preventive.
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In order to accomplish their risk management missiosessential features of these

programs include:

» Continuous monitoring of credit reports, preferably irtlake of the major
credit reporting agencies

* Prompt notification to the covered party in the evdrarny reportable event

» Capability to impose a credit freeze or fraud alert on lbetighe covered
party, upon determination that such an action is apprepaiad effective

* Pro-active search of other data bases in the evanattovered party
becomes a victim of identity theft

» Restoration/recovery service for identity theft demnts that are outside the
purview of the credit report, such as employment, bemaédical, drivers
licenses, or criminal activities committed using the idging information of
the covered party

The Respondents in this category are:

* Equifax

* Experian

» IdentityForce
« Kroll -
 LifeLock ™

e TransUnion

Credit-Report Based Providers

Equifax Experian IdentityForce Kroll LifeLock TransUnion
Data Bases Monitored 1ar3CRAs 1or3CRAs Public Fecords{Criminal 1or3CRAs Mo lar 3CRAs
Immediate Hotification ez es Yoz es es Yoz
Risk Assessment Mo Mo Tla Self-Azsess ezt Tla
Freeze or Fraud Alert Ey Request Ey Regquest Ey Request Ey Regquest Freeze Ey Request
Restoration ‘ez Yes™ ‘as™" ez ez Yastt
Guarantee/Insurance Insurance Insurance Insurance Insurance MM Guarantes Insurance
Price FO-1708year EO-3E0fyear BEiasic 39.85Mear Complete 16EMyear Mumerous | Individual 110fyear Child 25fyear 1830dyear
139950y ear Configurations
*Substantial Consumer Input | “Provided by RelyData **"Licenzed Inwestigators "““Licensed “***ho Staff Details, requires ***"Provided by
Inuestigators Substantial Consumer Inpuk TransUnion LLC
Average Price for All Providers in All Categories is approximately $108 per year
0 . .. .
Kroll also provides post-incident searches of other data bases and restoration
services.
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™ As of the date of the survey, this provider said they would expand to other
databases, but as of the date of this Report, it does not appear to be in place; restoration
services were formerly provided by IDSafeguards/IDExperts, but are now apparently in-
house.

Restoration and Specialty programs

Providers that do not fit neatly into either of the abbtwo categories are assigned to this
specialty group. They include providers of proprietary programgte label services, and restoration
specialists. Key features of their services include:

* Information and monitoring of specialized data bases, asichedical and
criminal

» Restoration services only, based on insurance-premium tigaegoscale

» Establishment of a Personal Identity Profile and momigpof the elements of
such individual profiles

» Direct expense reimbursement as an alternative to imseira

» Self-monitoring of selected data bases, and proprieyatgmms for self-help by
consumers

The Respondents in this category are:

* Fraud Prevention Institute
* |D Armor

* Intelius/ID Watch

* RelyData

e Truston

NOTE: To varying degrees, providers in other categories céstoration services:
ITRisk Managers, IDSafeguards/IDExperts, and Kroll
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Table 3 - Specialized Providers

Fraud Prevention Institute 1D Armor Intelius/1D Watch RelyData Truston

Data Bases Monitored Medical, Criminal Mone Proprietary Profile (&3 Chex Systems Member
hontars Cthers

Immediate Hotification 1 week WY Yes Yes (R

Risk Assessment Yes Mo Profile Process Yes - Actual Events Mo

Freeze or Fraud Alert i, i, i, By Reguest Only [Rix}

Restoration Yes Yest Mo test* "Prescriptive Wiarkflow"***

Guarantee/nsurance [s] Mo Insurance Expensze Reimburzement Mo

Price Free 23.58Near E0-1200ear Private Contract Free-§1200vear

hased. on Term

* Minitnal effart for Client

= pinimal effort for Client
Private Label for
Mumerous Praviders &
Organizations

**:Substantial Consumer Input

**Also See Entries for Providers in Other Cateqories for Restoration Services: ITRisk Managers, IDSafequards IDExperts,
& Kroll

COMMENTS ON GUARANTEES AND INSURANCE

Several of the providers “guarantee” the effectiveneskenf services in

Guarantees

preventing identity theft. Like all guarantees, the vaduao greater than the terms and
conditions — and especially the limitations. In m@ses, the “guarantee” provides for
restoration services, but only if the incident of identlitgft is a result of the failure of the
underlying prevention program. The most valuable of such guem®are those in which
the restoration services are carried out by speciallastigarty providers or in-house
licensed investigators.

homeowners or renters insurance, at a nominal addifpo@aium or even at no

Insurance

Several of the providers include an insurance componeénéinprograms. The
insurance feature typically covers reimbursement folobytocket expenses incurred to
restore the integrity of the victim’s identity; mostiude a “lost work time” provision
with a cap of $500 per week for 4 weeks. There are numénaitetions and conditions
on the coverage. Deductibles range from zero to $250 avsitimmon maximum
coverage amount of $25,000.

Similar coverage is offered by many insurance companiesidsrao

additional cost.

In general, ICFE believes that the inclusion of auiance feature in an identity
theft risk management programs is not a sufficient denation to make it a better
choice than a program without insurance.

ADDITIONAL CONSIDERATIONS FOR CONSUMERS IN MAKING ECISIONS
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» Early discovery and notification of all types of idigntheft-related incidents are
paramount; most damage is done between time of the baeddine victim
becoming aware of the problem

* Prompt action is required to minimize damages and to retoeentegrity of the
elements of the victim’s identity

» Willingness to participate actively in the recoverg aastoration process is an
important consideration

» Make informed choices on the elements that are mgsiriant to the individual
consumer -- and then act on them.

ABOUT THE INSTITUTE OF CONSUMER FINANCIAL EDUCATION

The ICFE www.icfe.info was founded in 1982 by the late Loren Dunton (creator of the
“certified financial planner” (CFP) designation) and itledicated to helping consumers
of all ages to improve their spending, increase theingavaccumulation and use credit
more wisely. The ICFE trains and certifies Persomadtice Instructors for its own
curriculum, “The Money Instruction Book.” It also prodgsnally trains Certified Credit
Report Reviewers and Certified Identity Theft PrevenRsk Management Specialists.

The ICFE is an award winning, nonprofit, public education omgdiain that has helped
millions of people through its education programs and ressutcpublishes the Do-It-

Yourself Credit File correction Guide which is nowit;122nd printing. The ICFE has

distributed over one million “Credit/Debit Card Warningdeds” and “Credit/Debit Card
Sleeves” world wide.

The ICFE became an official partner with the Depantnoé Defense/Financial
Readiness Campaign in June of 2004. Since 2005, ICFE hifisdever 5,000
individuals as CCRR, CITRMS and Instructor qualified protessis who are employed
by a wide range of organizations including financial instingjamortgage, real estate,
and financial services firms; corporations; law enforeetnUS military and other
government agencies. Many others are privacy and sepuaitiitioners and consultants.

The Institute of Consumer Financial Education 2008 Idemtigft Risk
Management Survey and Report initiative was headed by Yas, R6TRMS®, ICFE’s
Project Manager for the Certified Identity Theft RiskiMgement Specialist Program.
Special thanks go to Evan Whalley, CITRMS®, of Deseltitdns, LLC, for his
participation in this initiative.

ABOUT THE SPONSOR
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http://www.icfe.info/

IdentityTruth is the leading provider of a new breed of service to help
consumers safeguard their Privacy and Identity. Through innovative
technology, individuals receive the earliest possible notification™ in advance of
potential misuses of their identities so they can take better control. Early
detection is the best protection. IdentityTruth is a privately held, VC- funded
company headquartered in Waltham, Massachusetts.
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